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Senior DevOps / Cloud Engineer
[bookmark: _Hlk219706509]LinkedIn: https://www.linkedin.com/in/yaswanth-ch-582220205
Phone: +1913 667 0542‬ 
Email:  yaswanth9178@gmail.com
PROFESSIONAL SUMMARY
· Senior Cloud Engineer with 11+ years of experience driving cloud cost optimization, FinOps maturity, and commitment-based savings strategies across enterprise AWS environments. Experienced in managing Savings Plans, Reserved Instances, and rate optimization initiatives to align cloud spend with business objectives. Strong ability to translate complex cloud economics into executive-level insights, dashboards, and actionable success plans.Led migration of Cisco PCCE to Amazon Connect on AWS, enabling modernized contact center operations with Lex chatbots, Polly text-to-speech, and Lambda automation.
· Architected and supported AWS and EKS infrastructure operations, improving reliability through automated deployments, monitoring, and cost visibility.
· Expertise in Infrastructure-as-Code using Terraform, CloudFormation, and AWS CDK for standardized provisioning and FinOps-driven tagging to track and optimize cloud spend.
· Skilled in Kubernetes (EKS, AKS, OpenShift) for cluster lifecycle management, manifests, upgrades, and RBAC, ensuring platform stability and compliance.
· Developed and maintained CI/CD pipelines using GitHub Actions (workflows, runners, and secrets) to automate AWS and Kubernetes service delivery.
· Implemented observability solutions with Datadog, Prometheus, and Grafana, integrating dashboards, alerts, and APM metrics for proactive performance monitoring.
· Automated environment provisioning and onboarding using Python, Bash, and Ansible, reducing manual toil across AWS/EKS environments and improving deployment velocity.
· Troubleshot AWS/EKS incidents involving cluster health, networking, and resource constraints, coordinating with internal teams for quick resolution and root-cause analysis.
· Applied security and compliance controls using AWS IAM, KMS, Secrets Manager, and EKS RBAC, ensuring secure access and audit readiness.
· Migrated CloudFormation stacks to Terraform/Terragrunt, enforcing cost optimization, tagging standards, and reusable automation patterns.
· Contributed to shared GitHub repositories and internal documentation, streamlining operational workflows and knowledge transfer for AWS/EKS support.
· Collaborated with platform engineers to enhance monitoring, tagging, and FinOps visibility across AWS accounts and Kubernetes clusters.
· Hands-on experience with ServiceNow, Jira, and Confluence for ticketing, incident tracking, and operational documentation.
· Strong analytical and communication skills with proven ability to deliver AWS/EKS automation, CI/CD optimization, and observability improvements in financial environments.
· CERTIFICATIONS
· Microsoft Certified: Azure Administrator Associate
· Microsoft Certified: Azure DevOps Engineer Expert (AZ-400)
· Microsoft Certified: Azure Solutions Architect Expert (AZ-305)
· Certified Kubernetes Administrator (CKA)
·  AWS Certified Developer – Associate

TECHNICAL SKILLS
	                     Title
	                                                        Tools Used

	Cloud Environments
	Microsoft Azure, Amazon Web Services (AWS), GCP


	AWS
	EC2, S3, Lambda, RDS, ECS, ECR, EKS, CloudFormation, AWS CDK, IAM, VPC, CloudWatch, X-Ray, Kinesis, Elastic Beanstalk, Autoscaling, CloudTrail, AWS Direct Connect, Route53, SQS, SNS

	Azure 
	VM, App Services, Azure Repos, Azure Pipelines, Azure Boards, Azure Kubernetes Service (AKS), Azure Container Registry (ACR), Azure Functions, Azure Blob Storage, DevOps Services, Azure Monitor and Log Analytics, Application Insights, Networking Services, Azure Bastion, Azure Security Center, Azure Blueprints

	Configuration Management 
	Ansible, Chef, Puppet

	Build Tools
	ANT, Maven, Gradle

	CI/CD Tools
	Jenkins, Argo CD, FluxCD, Azure Pipelines, GitLab, GitHub Actions, GSP Cloud Build

	Monitoring Tools
	Splunk, Dynatrace APM, Cloud Watch, ELK/EFK, Grafana, Prometheus, Datadog, OpenTelemetry(OTel), AWS X-Ray, Azure Monitor, GCP Cloud Monitoring, GCP Cloud Logging

	Container Tools
	Kubernetes (EKS, AKS), OpenShift, ECS, Docker, Helm, Istio, Nginx Ingress, App Mesh, F5 Load Balancer

	Scripting/Programming Languages
	Python, Java, Shell (Bash), Ruby, .NET, YAML, JSON, Golang, PowerShell, Groovy, Go

	Version Control Tools
	GIT, GitHub, GitHub Actions, Azure Repos, Bit Bucket, GitLab

	Operating Systems
	UNIX, Linux, RHEL, Windows Server

	Databases
	SQL Server, MYSQL, NoSQL, S3, MongoDB, Dynamo DB, Cassandra, Data Lake, Cosmos DB, BigQuery

	Ticketing Tools
	Jira, ServiceNow, Bugzilla, Mingle

	Testing / Code Quality
	Selenium, SonarQube, Veracode, X-Ray, InSpec, Kitchen-Terraform, Code Quality Gates

	Web/Application Servers
	Apache Tomcat, Nginx, IIS, httpd, Web logic, Kafka

	Virtualization Tools
	Oracle Virtual Box, VMWare, vSphere, Vagrant

	Infrastructure as Code
	Terraform, ARM Templates, CloudFormation, GCP Deployment Manager



WORK EXPERIENCE

Client: Amex, New York, NY		                                     							 Aug 2023 – Till now
Role: AWS DevOps / Platform Engineer	
Project Title: AWS Infrastructure Automation and GitOps Framework
Project Description: Led the design and automation of AWS infrastructure and EKS clusters to modernize enterprise platforms. Built reusable Terraform and CloudFormation modules with Amazon S3 as a secure backend and integrated GitOps pipelines using ArgoCD, GitHub Actions, and Jenkins for seamless, version-controlled deployments. Strengthened observability with Datadog, Prometheus, Grafana, and Splunk to improve visibility, performance, and cost optimization. Implemented VPC networking, ALB/NLB load balancing, and multi-region disaster recovery strategies to ensure scalability, security, and high availability across AWS environments.
Responsibilities: 
· Designed and implemented secure, scalable AWS cloud infrastructure using EC2, S3, IAM, RDS, VPCs, Transit Gateway, and CloudTrail to support enterprise-grade credit card transaction processing, fraud detection, and compliance across production workloads.
· Built MLOps pipelines on AWS SageMaker integrated with Lambda, S3, and Step Functions, enabling real-time fraud detection, automated training, and seamless ML model deployment into production environments.
· Containerized legacy microservices using Docker and Helm, deploying them on Amazon EKS with Istio service mesh for secure inter-service communication, enhanced visibility, and proactive observability through Datadog APM and dashboards.
· Automated infrastructure provisioning with Terraform and CloudFormation, creating reusable modules and multi-VPC hub-and-spoke network architectures that ensured scalability, compliance, and secure hybrid connectivity between AWS accounts.
· Developed and maintained CI/CD pipelines using GitHub Actions and Jenkins, integrating ArgoCD GitOps workflows to streamline EKS and EC2 deployments, reducing manual operations and improving release consistency across environments.
· Utilized GitHub and Gerrit for collaborative code hosting, reviews, and version control management, delivering workflow documentation and governance frameworks to enhance DevOps best practices within development teams.
· Implemented secure secrets management using HashiCorp Vault and AWS Secrets Manager, enforcing IAM role-based access, WAF, NACLs, and DDoS protection policies to maintain PCI-DSS and HIPAA compliance across cloud workloads.
· Configured and optimized Datadog, Prometheus, Grafana, and Open Telemetry observability stacks, developing dashboards and alerts to track EKS cluster health, latency metrics, and cost visibility using nOps, Kubecost, and tagging strategies for FinOps optimization.
· Led AWS Savings Plans and Reserved Instance portfolio management across multi-account environments, improving commitment coverage and utilization efficiency.
· Analyzed AWS billing data and commitment performance metrics using IBM Cloudability and Excel to identify rate optimization opportunities and forecast cloud spend.
·  Delivered executive-level Cloud ability dashboards highlighting savings trends, effective savings rate, and commitment lifecycle performance.
·  Partnered with finance and engineering teams to drive structured cloud savings programs and improve organizational FinOps maturity.
· Designed and managed Kubernetes clusters (EKS, OpenShift, Rancher), resolving mTLS, routing, and Istio service mesh challenges to ensure highly available, secure, and compliant application deployments.
· Migrated on-premise and legacy workloads to AWS using Docker, Terraform, and automated CI/CD pipelines, achieving improved scalability, reduced operational cost, and enhanced deployment speed.
· Benchmarked Pulumi, Terraform, and CloudFormation to identify optimal Infrastructure-as-Code patterns, contributing to enterprise IaC standardization and best practice adoption across AWS teams.
· Architected multi-region Disaster Recovery (DR) and High Availability (HA) strategies for EKS, RDS, and S3, enabling automatic replication, scheduled backups, and seamless failover for critical workloads.
· Configured and administered Kafka (Amazon MSK), Redis, and PostgreSQL clusters to support event-driven data pipelines and real-time streaming analytics within AWS production ecosystems.
· Developed custom Python and Bash automation scripts to optimize CI/CD pipelines, perform infrastructure refactoring, and automate AWS Lambda event processing for operational efficiency.
· Automated Datadog and Splunk integrations using Python and Ansible, centralizing CloudWatch metrics and logs into SOC dashboards integrated with ServiceNow for incident triage and alerting workflows.
· Integrated SonarQube and ELK/EFK stacks into GitHub Actions pipelines, enabling automated code scanning, vulnerability detection, and reliability improvements for build and release processes.
· Leveraged AWS Glue, Redshift, and Athena to develop data pipelines for fraud analytics, ETL processing, and compliance reporting with improved scalability and performance.
· Implemented SSO and MFA using AWS IAM and Okta, strengthening identity governance, access control, and continuous monitoring through Datadog integrations and CloudTrail audits.
· Collaborated with cross-functional teams to document GitOps workflows, EKS operational runbooks, and troubleshooting guides, ensuring consistency, repeatability, and faster team onboarding.
· Demonstrated strong communication and problem-solving skills with proven ability to troubleshoot GitHub Actions, resolve CI/CD and EKS cluster incidents, and deliver high-quality documentation supporting AWS operations.
· Led AWS Savings Plans and Reserved Instance optimization initiatives, improving coverage and utilization across multi-account environments and reducing overall cloud spend.
· Analyzed AWS billing data and commitment utilization metrics to recommend purchase, modification, and renewal strategies aligned with workload demand forecasts.
· Partnered with finance and engineering stakeholders to track commitment-based discount performance, monitor effective savings rates, and increase FinOps maturity.
· Developed executive dashboards highlighting coverage %, utilization %, amortized savings, and cost trend insights to support structured cloud savings programs.
· 
Environment: AWS (EC2, S3, IAM, RDS, VPC, Transit Gateway, CloudTrail, Lambda, EKS, CloudFormation), IaC (Terraform, Ansible, CloudFormation, CDK), CI/CD & GitOps (GitHub Actions, Jenkins, ArgoCD), Containers (Docker, Helm, Kubernetes, Istio), Observability (Datadog, Prometheus, Grafana, OpenTelemetry), Security & Compliance (Vault, Secrets Manager, RBAC, WAF, KMS), Cost & FinOps (tagging, monitoring, optimization), Messaging & Data (Kafka, Redis, PostgreSQL).

Client:  Comcast, Philadelphia, PA							                  	               	Jan 2021 – July 2023	
Role: AWS DevOps Engineer / SRE
Project Title: Secure AWS DevOps Platform for Compliance-Driven Enterprise Workloads
Project Description: Designed and operated a secure, compliance-ready AWS DevOps platform supporting enterprise workloads with strict security and governance requirements. Automated infrastructure provisioning and CI/CD using Terraform, Helm, and GitOps (ArgoCD), while enforcing IAM, encryption, secrets management, and centralized logging with Splunk and EFK to ensure auditability, reliability, and consistent deployments across environments.
Responsibilities:
· Installed and administered Jenkins CI/CD for ANT/Maven builds, managing RDBMS/NoSQL databases (DynamoDB, Postgres, MongoDB, Redis, Oracle SQL) and integrating AWS S3, Lambda, VPCs, Security Groups, and Route53 for automated event-driven deployments.
· Designed and implemented scalable AWS infrastructure (EC2, IAM, CloudFormation, VPCs, Transit Gateway, Direct Connect) using Terraform to provision Aurora, S3, and Lambda-based architectures supporting healthcare compliance workloads.
· Managed Infrastructure as Code (IaC) with Terraform and CloudFormation using S3 and DynamoDB remote state, designing hub-and-spoke VPC topologies, VPN, and Transit Gateway connectivity for secure multi-environment networking.
· Automated Kubernetes (EKS) deployments using EKSCTL and Helm with Ansible automation, integrating Datadog and Prometheus dashboards for real-time cluster observability and reliability monitoring.
· Governed multi-cluster operations through Rancher for EKS clusters, enforcing RBAC, network policies, and DNS routing via Route53 to maintain compliance and platform consistency.
· Containerized legacy healthcare applications with Docker and deployed on Amazon ECS and EKS, applying network security best practices (NACLs, WAF, DDoS protection) with monitoring and alerting through Datadog and CloudWatch.
· Built robust CI/CD pipelines using Jenkins, GitHub Actions, and AWS CodePipeline, integrating ArgoCD GitOps for declarative deployments and applying Git Flow principles for code governance and version control.
· Used GitHub and Gerrit for collaborative development, reviews, and documentation, enabling continuous improvement and workflow optimization for distributed DevOps teams.
· Configured and optimized Datadog, Prometheus, Grafana, and OpenTelemetry observability stacks, developing dashboards and alerts to track EKS cluster health, latency metrics, and cost visibility using nOps, Kubecost, and tagging strategies for FinOps optimization.
· Enforced HIPAA and HITRUST compliance using IAM, VPC segmentation, encryption, and centralized logging, implementing Splunk dashboards to audit Security Groups and NACL activities.
· Implemented secure secrets management using HashiCorp Vault and AWS Secrets Manager, enabling mTLS encryption through Istio service mesh for secure service-to-service communication.
· Developed and optimized Python automation scripts to enhance CI/CD pipelines, automate AWS event processing, and streamline infrastructure refactoring and monitoring integrations.
· Created reusable Helm charts and Terraform modules to accelerate AWS deployments and maintain infrastructure consistency across environments.
· Configured EFK (Elasticsearch, Fluentd, Kibana) and Splunk integrations for centralized log management, tuning searches and indices to improve SOC/SRE response times.
· Migrated large-scale enterprise workloads to AWS with secure VPC, DNS, and Transit Gateway networking, modernizing legacy systems for scalability, high availability, and cost optimization.
· Defined and implemented SLOs, SLIs, and KPIs to measure service reliability and operational excellence, visualized through Splunk and Datadog dashboards for SRE insights.
· Architected Disaster Recovery (DR) and High Availability (HA) solutions using Terraform and CloudFormation (hub-and-spoke VPCs, Transit Gateway, VPN), ensuring resilience and business continuity.
· Collaborated with cross-functional engineering and operations teams on incident response, troubleshooting CI/CD pipelines, networking, and observability tools to reduce MTTR and increase uptime.
· Demonstrated strong communication and leadership in supporting global teams, triaging GitHub Actions and EKS issues, resolving build and infrastructure failures, and delivering process documentation for platform operations.
Environments: AWS (EC2, S3, IAM, VPC, Transit Gateway, CloudFormation, Lambda, EKS, ECS, ECR, CloudWatch, CodePipeline, Secrets Manager), IaC & GitOps (Terraform, Ansible, Helm, ArgoCD), CI/CD (GitHub Actions, Jenkins, GitLab), Containers & Service Mesh (Docker, Kubernetes, Istio, OpenShift), Observability (Datadog, Prometheus, Grafana, Splunk, OpenTelemetry), Security & Compliance (Vault, RBAC, KMS, MFA/SSO, HIPAA, PCI-DSS), FinOps (tagging, monitoring, cost optimization), Databases & Messaging (Kafka, Redis, PostgreSQL), Collaboration (Jira, Confluence, ServiceNow).
Client: Johnson and Johnson, New Brunswick, NJ						                                  Mar 2018 – Dec 2020
Role: DevOps Engineer
Project Title: Infrastructure as Code Modernization and Multi-Account AWS Automation with Terraform & Terragrunt
Project Description: Led the modernization of Johnson & Johnson’s cloud platform by migrating legacy systems to a HIPAA-compliant AWS multi-account environment. Designed scalable infrastructure using Terraform, Terragrunt, and CloudFormation with state management in S3/DynamoDB. Containerized workloads on EKS, ECS, and Docker, and automated deployments through GitHub Actions, Jenkins, and ArgoCD. Strengthened security and compliance using IAM, Vault, and Istio mTLS, while enhancing observability and cost visibility with Datadog and enabling real-time processing with Kafka, Redis, and Postgres.
Responsibilities: 
· Designed and implemented AWS multi-account infrastructure automation using Terraform and Terragrunt, securing remote state in S3 and DynamoDB with encryption, versioning, and environment-based modularization.
· Established CI/CD pipelines with Jenkins, GitHub Actions, and Docker, automating Java builds, artifact publishing to Nexus, and image deployments to ECR and ECS for application delivery.
· Created reusable Terraform modules and enforced DRY patterns with Terragrunt across dev/stage/prod environments, improving deployment speed and compliance with IaC governance, improving cost efficiency through resource tagging and FinOps alignment
· Developed Pulumi prototypes for code-first IaC, embedding AWS SDK logic and integrating automation into existing Terraform workflows for unified provisioning.
· Implemented Chef automation (roles, cookbooks, data bags) to manage EC2 server configurations, software installs, and patch management in production environments.
· Automated AWS infrastructure provisioning by integrating Jenkins with CodePipeline and IAM roles, orchestrating EC2, S3, and Lambda-based deployments for multiple applications.
· Integrated SonarQube for static code analysis and created Python-based Nagios alerts, improving proactive detection of build and infrastructure failures.
· Configured and maintained Prometheus, Grafana, and Datadog dashboards for EC2 instances and CI/CD pipelines, ensuring visibility into performance, latency, and cost visibility using nOps, Kubecost, and tagging strategies for FinOps optimization
· Migrated legacy CloudFormation stacks to Terraform, aligning with enterprise standards and enabling modular reuse across AWS projects.
· Utilized Git version control and branching strategies to support CI/CD pipelines, integrating builds with Maven and Ant for consistent artifact management.
· Containerized Java microservices using Docker and deployed to ECS/EKS clusters with Helm charts, implementing monitoring through Datadog and CloudWatch.
· Built Disaster Recovery and backup strategies for S3 and RDS using Terraform, ensuring data resilience and regulatory compliance across environments.
· Implemented Vault and AWS Secrets Manager for secure credential storage, IAM policy enforcement, and multi-environment access control.
· Collaborated with development and release teams to standardize build automation, release notes, and deployment runbooks through GitHub and ServiceNow integration.
· Enhanced observability and compliance visibility by integrating CloudWatch, Prometheus, and Datadog metrics into Jira/Confluence dashboards for audit tracking and reporting.
· Demonstrated strong DevOps collaboration by troubleshooting Jenkins pipelines, ECR deployments, and Terraform state issues, improving delivery stability and release velocity.
Environments: AWS (EC2, S3, IAM), CI/CD (Jenkins, GitHub, Nexus, SonarQube, Maven, Ant), Containers (Docker), Configuration Management (Chef, Terraform), Monitoring (Datadog, Nagios), Scripting (Python, Bash), OS & Servers (RHEL, Apache, WebSphere), Version Control & Collaboration (Git, Jira), Testing & Automation (Test Kitchen, ChefSpec, Knife).

Client: Northern Trust Bank, Chicago, IL				                				Aug 2016 -Feb 2018 
Role: Linux Administrator/ DevOps Engineer
Project Title: Enterprise Linux & DevOps Automation Platform for Banking Systems
Project Description: Engineered enterprise Linux and DevOps automation for mission-critical banking applications across AWS and on-prem environments, automating 5,000+ servers using Puppet, Hiera, and MCollective. Built CI/CD pipelines with Jenkins, Docker, Git, and Maven to standardize deployments and improve system reliability in a regulated financial environment.
Responsibilities: 
· Deployed and managed AWS infrastructure using CloudFormation, EC2, and S3; worked across SaaS, PaaS, and IaaS environments.
· Built Docker-based deployment pipelines using Jenkins; integrated Git for source control and implemented CI/CD with Maven, Python scripts, and nightly/parameterized builds.
· Automated infrastructure for 5000+ servers using Puppet (Master, Agents, Hiera, Mcollective), writing custom modules and Ruby templates; used Bamboo and Octopus for CI/CD.
· Managed and tuned applications on Oracle DB (10.x/11.x), WebLogic, and supported production systems for performance and issue resolution.
· Utilized Atlassian tools (JIRA, Confluence) for work tracking and documentation, and provided ongoing support for both virtual and physical environments.
· Collaborated with development and operations teams to streamline release processes, ensuring high availability and minimal downtime during deployments.
Environments: AWS CloudFormation, Amazon S3, Amazon EC2, CI/CD, Docker, Jenkins, GIT, Python, PowerShell, Maven, Puppet, Bamboo, Octopus, Atlassian JIRA, Atlassian Confluence, Oracle WebLogic, Hiera, Mcollective, Shell Scripting. 

Client: Nestle, Arlington, VA.                                                                                                    			 	            June 2014 – July 2016
Role: Linux System Administrator
Project Title: Global UNIX/Linux Infrastructure Management for Enterprise Applications
Project Description: Managed Linux (RHEL, SUSE), Solaris, and HP-UX systems supporting mission-critical enterprise applications at Nestle. Performed patching, kernel tuning, RAID/LVM management, and automated routine tasks using shell scripts to ensure high system availability and performance. Maintained WebLogic/WebSphere servers, ZFS volumes, DNS/NTP, and MySQL/PostgreSQL services across development, QA, and production environments.
Responsibilities:
· Installed, configured, and upgraded Linux (RHEL, SUSE), Solaris, and HP-UX systems; managed patching via RPM/YUM, pkgadd/patchadd (Solaris), and swinstall (HP-UX), including custom RPM and depot builds.
· Handled RAID and volume management using VXVM, LVM, and Solaris Volume Manager; performed kernel tuning and custom kernel builds.
· Set up and maintained WebLogic and WebSphere Application Servers for Java apps across UNIX environments.
· Configured ZFS on Solaris 10, managing pools, snapshots, and zone exports; maintained DNS, NTP, MySQL, and PostgreSQL databases.
· Implemented Nagios for system monitoring and troubleshooting; automated tasks using shell scripting on SUSE for dev, app, and QA environments.
· Provided system administration and production support for virtual machines, including performance tuning and troubleshooting OS and application-level issues.
Environments:  Linux, Solaris, HP-UX, RPM, YUM, pkgadd, pkginfo, pkgrm, patchadd, showrev, swinstall, swremove, sliest, VXVM, Solaris Volume Manager (SVM), LVM, WebLogic Application Server, WebSphere Server, ZFS, DNS, NTP, MySQL, Nagios, PostgreSQL, shell scripting.

EDUCATION
· Bachelor of Technology from Vignan Degree college, India -2012			                        
· Master’s from Avila University      -2013                                                                     
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